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Expanding Infrastructure



Netflow

Detailed traffic 
statistics

Malicious code 
detection



D/DoS Detection (zazu)

Modular 

Operation

ICMP attacks 

UDP DoS attacks

Syn Flood DoS 



Honeypot

Flexible & Advanced

Reduce false positives

Tracking internal problems 



Advice & Reporting

Warnings 

Advice

Tracking 



Conclusion

Multiple Systems 

Prevention

Proactive 



Suggestions 
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Security Policies

Framework

Legislation



Framework

Guidelines 

React 

Support



Information Security Policy 

Its purpose and scope 
Guidelines and procedures for everyday 
security practice 
A definition of responsibilities 
Clear emergency procedures 
Appropriate, enforceable sanctions 
References to supplementary documents 



Legislation

Data Protection

Computer Misuse & Legal Framework



Incident Descriptions

Computer Fingerprinting
Malicious Code
Denial of Service
Account Compromise
Intrusion Attempt
Unauthorised Access to Information
Unauthorised Access to Transmissions
Unauthorised Modification of Information
Unauthorised Access to Communication Systems



Legislative Procedures

CriminalUnauthorised access to 
communications system

n.aUnauthorised 
modification of 
Information

n.aUnauthorised access to 
transmissions

CriminalUnauthorised access to 
Information

CriminalIntrusion Attempt

CriminalAccount Compromise

n.aDenial of Service 

n.aMalicious Code

n.aTarget Fingerprinting 

Ireland Incident



Legislation

(CoE) Convention on Cybercrime

Data Protection Act (1998 & 2003)

Criminal Damages Act 1992 (Sec 5)



Questions?
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