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E-mail Statistics 2003

& 31 billion e-mails sent dalily

% 56 daily e-mails sent per e-mail address

% 174 daily e-mails sent per person

& 34 daily e-mails sent per corporate address
% 10 daily e-mails received per person

% 3.1 e-mail addresses per person

% $255 million cost to all internet users

& Source: Spam filter review -
http://www.spamfilterreview.com/spam-
statistics.html



Spam Statistics 2003

% 40% of all e-mail considered spam
% 12.4 billion spam mails sent daily

% 6 daily spams received per person

& 2,200 spam mails received annually

% $8.9 billion cost of spam to US corporations
& 28% of users reply to spam

% 8% of users purchase from spam
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Types Of Spam
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WIT/GMIT Problems

% Users suffering from up to 70% spam

% Spam creates extra load on existing services,
equipment and IT Staff

% Cost of processing spam based on 400 staff,
avg. salary €36,800 receiving 5 spam per day
and taking 3 seconds per mail = €7,500

% Increasing number of requests to change
addresses due to spam



Issues To Consider

% Any solution must not place an extra burden
on IT staff, or affect current performance

% One solution for all servers

& Management must be at user level

% Solution must work with web maill

% Cost per seat licensing can be expensive
% Support avallable

% Implementation must not disrupt service
% No client software required

% No client training required



The Solution

.Copperfasten

& http://www.copperfasten.com/

% Hardware
e Intel 4 CPU 1.80GHz
e 1Gb RAM
e 80Gb Hard Drive

e,

e Free BSD 5.2

S
e ESA A ATI I r

rerrre



http://www.copperfasten.com/

The Solution — Applications

% Spam Assassin 2.64
& Amavisd-new 2.1.1
% Postfix 2.1.4

& ClamAV 0.75

% Apache 2.0.50

& MySQL 4.0.21

* PHP 4.3.8

% Also Dee 1.2.48, Razor 2.61, Pyzor 0.4.0 and
Perl 5.8.5
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How It works

% Mall is delivered to Copperfasten box

% Heuristic tests carried out on mall

% If mail scores high as either a virus or spam
mail, then it is quarantined

% User gets a message that there is
guarantined mail

% User checks quarantined mail



End User Management

% End users manage their own quarantines

% Can release false positives and can manage
their own blacklist / white list

% Can determine how often to receive
guarantine reports
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Administrative Management

% Set-up appliance, add/delete domains

% Global blocking of extension types
% View graphical statistics



Administrator Web Page
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Daily Mall Stats

Messages Scanned on cfrma.wit.ie (by day)
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Daily Virus Stats

VYrus Detection on cfma.wit.ie (by week)
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Monthly Spam Stats

Messages Scanned on cfma.wit.ie (by month)
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Monthly Virus Stats

VYirus Detection on cfma.wit.ie (by month)
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Questions?
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