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SPAM Challenges

Excess of 20,000 active ma|| accounts.
More than 140, OOO mes ages aally
Excess of 56 OOO messages detepted as
SPAM (40%) \ '-'*., : A /
False-positive and fa :ne'géﬁVe

MEeSSages. \

Filter SPAM whilst proVieIing easy access
to filtered content.



Current Infrastructure

Mail cluster - OpenVMS 7.3, PMDE 6.2.
Two load balanced MailSaépnmf§ervers.
Debian Woody 3{0r2 witk!MéﬂSéénner 4.30.

SpamAssassin 2,63 with Bayés_;aﬁd"RBL
Checks. \ \& R
Additional SpamAssass'nﬂRuIe'f's"?'ll.e. rules du jour

etc. ., Ifr

—
Virus Scanning .. F-Secure and ClamAV.

Email Clients i.e. Outlook, Netscape,
SquirrelMail, WebMail etc.



DNS Load-Balanced
MailScanners

Un-Scanned Messages

Internal Addresses
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Processing Messages

SpamAssassin threshold 5:0.

Messages exceeding O :’"_'Gpjec_t line
IS tagged 22SPAM??. ..f"'."*'-'_:f_f y !

L%

Virus messdages - sgibject Irne ’t'agg

{Virus?} and ‘attach \e\nt quaTantl

SPAM tagged messages - flltéred to
users IMAPISPAM foI@ah.

SPAM is accessibleto users via IMAP
clients.



Our Experience

rl-
Positive user reaction a d acceptance

Early 2004, mcreasi\c/i false-hegajlves

Mid 2004, new hardware an‘d addl/t[dnal
software e.g., SpamA gsassm “Bayes, RBL, /
additional rules e.g. SUR\L

Positive user, reacﬂoné\g “makes‘coming
to work almost a,joy”

Initial system deployme‘?:- summer 2002.



What we have learned

Users will report false- poéitivmnessages.
Blacklist account - dlfflcult.to'marntain
User Education to p vent false positives.
Investigate fa\se neg\atlve me&sa@g
Add additional SpamAssassm rules
regularly. Ny

Follow the listserv for'updates e.g. SURBL.



Plans for the Future

European Coalition Agai solicited
Commercial E-mail (Eu CE)
E-Mail Authentlcatlcbn b . ‘a

Black-list and Whlte\lISt Clle'Qt :v sy'r(/er

Monitor the' [T industr newﬁ"
developments in SPAM@troI.

Experiences of other ch*anisations along
with our own experiences.
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