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4 Securlty Business arid Tecnriology Urilt
(SBTU)
4 Microsort Security Resporise Cenier (MISRC)

4 rlandle zll vanere'r J r/ regorts

4 Cusiorner interface & supoort
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Soeed of release

vs. acootion & deoloyrnernt

Hecluce Corriplesdty
4 Nurnoer of Installers, consistericy in irterface
Hecdlce regouis

4 Develogger

4 “rlot paiching”

Recdlce size of paicries — Dealta corripressior
Deoloyrrient

4 SUS, SMS, MS Ugclaie
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Tralning, wnltegaoars, guices
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4 nttp://www.microsoft.com/practices

J 'rEEJ //WwWw.microsoft.com/security

4 nttp://www.microsoft.com/protect
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Wiriclows AP Security Guid
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Supoori Lifecycle

4 Also “New arnd Irmprovecd”:

1.

4 nttp://www.microsoft.com/lifecycle
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Lirnltartiorns:
4 SUQoOrtiny service Paces
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Upoorting older varsiors
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greater of:

4 Ensures tnat Microsoft's sugport lifecycles rrzicn trig wWely our custorners
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Affect or sorne ey Prod

Wirnclows T4 (Server aric worksiatior))
4 NT4 will not snap to the new oolicy
4+ Workstatiorn support ends June 30, 2004

4 Custorriers witrl cus!
will recelve critical secumy up

Wiriclows 2000 Server
4 Mainstrearn ericls Marcn 31, 2005 (nio crienge)
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=ctended sugoort niow ericds Maren 31, 2010

4 Mainstrearn erncs June 20, 2004 (no change)
4 Extended sugoort will now ernd June 20, 2009
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Affect or sorne ey Prod

Wincdows AP SPIL

S Support will e exiericed to 24 rrnoriins afier AP SPZ releases

1E & SPIL

4 Supoport will follow thie lifecycle of the operatirig systern Is runs orl.

I1E 5.5 SPZ

. J;Jo] crizinge, support continues to follow tne lifecycle of Windows Millenirs
Eclition
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4 Support for 1E 5.5 SPZ on all gtnier ggerating systerns end
ZOO”

Wirnclovws 98, 98SE aric Millenitrn Eclition

Milleriurr Eclition are ir) externded support anc will
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not sriap to ire revised golicy
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4 Trniose versions ¢ G triect sril o'f airl opereating
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More Irforreatiorn orl
Wi r) clows NTZ

L tlrrie wren rreny of
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ecoloit Ir tnie wild targeting NT4 systerns



FLCIt nefore It greas
4 Security In develogrnern;
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1 Crneacl criacle epack
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1 Rooi-calse arJaJys]s — learn frorr



Virus — V1A, GIAIS

Crisls sUpport

rlacying aind IR, Proacilve suooort

Gov'it & Lavw Enforcernarnt Llalsor)

1 Sozrnrners, Virus ellinors, rieicieers,
olacirrnzallers

Prass/PR/olireacri/cornrrunications
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angyes — trylrig o rriziicrn security
witrl Usaplllty — Users, aird admins
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- Wincdows Firewall (forrmerly 1CF)
4 O py defaylt

4 OFff / On witn ecegtions / O WItnout

ece0llorns

4 Setilngs carn apoly o all adagiors, or cain ge
cliffererit per adagior

1 Bogi-tirne groteciior
J Easy o conflgure for users

. Easy (o ¢ mJJIJre and cdeploy corifiguratiions,
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Soesdrly of atiaicy surface. ..

1 Bloc unsoliciied inoournd — exarmple UP
4 Dyrarnic Ogenirig — ezrnole

S Worl't Sligten” as 1900 & 2869 are rigt Jpen 9}
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4 Predefined exceoiions, dyriarnic discovery,
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User experierice — rrlall & weg

sSingle ARPI to narncdle aitacrrnernis
4 Attzicnrnerst Executiion Service (AES)
4 Outlook, OL Express, Wincdows Messeriger

. fe greview, default don’t trust, operi/eecuie in least
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Block cross-siie, zone elevation atiaces
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