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The Problem

Computer Crime – To make lots of money £$€

• Botnets

• DDoS

• theft of data and information

• identity theft

Business attacks cost money

• down time of services

• negative publicity

• poor business confidence in service and products

• compliance
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http://www.sans.org/top20/

What are the Security Risks?
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Ernst & Young Global Information Security Survey 2008
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Monitoring Computer Attacks and Network Activity

“While I nodded, nearly napping, suddenly there came a tapping,

as of someone gently rapping, rapping at my chamber door.” 

Edgar Allen Poe

Places to look at for malicious or illegal behaviour:

• Gateway boundary to network

• Inside network 

• Server

• Client Computer 

• Database with false records

• Wirelessly access

So how can we detect and monitor attacks?
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Honeynets and Darknets

Definitions

A Honeynet is a high-interaction honeypot designed to capture extensive 

information on threats.   Honeynets are real systems, applications, and services 

made available to see how they are attacked. www.honeynet.org

A Darknet is a portion of routed, allocated IP space in which no active services or 

servers reside. These are "dark" because there is, seemingly, nothing within these 

networks. www.team-cymru.org/



8

Motivation

To understand the attacks

• what tools are used

• how are they used

• by whom

• and why

Honeynet Types

• High Interaction

• Low Interaction

• Virtual Honeynets

• Distributed Honeynets

Tactics and Motives
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Honeynet Architecture in IT Blanchardstown

Production Network

HoneyPots

HoneyWall

Internet

Remote Management Connection - Walleye
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Honeynet Configuration

Main configuration items:

1. Mode and IP Information

• Honeynet mode (bridged only)

• Honeynet IP address

• External and Internal Bridge Interface

• LAN broadcast 

• LAN CIDR

2. Remote Management

• IP address and subnet of honeypots

• Gateway address

• Hostname, Domain name and DNS

• Manager IP address

• Restriction on inbound / outbound traffic

• Walleye (activate option)
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Honeynet Operation

Data Control

• Containment of activity

• Monitor inbound/outbound connections

• Automatic alerting

• Ability to block outward bound activity – very important!

• Difficult for attackers to detect (???)

Data Capture

• monitoring / logging of all activities / data

• challenge is to collect as much data as possible without being detected 

• layers 

• Firewall – logs – alert ~IDS - IPTables

• IDS – full binary data capture of network traffic – Snort-Inline

• Honeypot – syslogd – Sebek – capture keystrokes
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All traffic on a Honeynet is considered

malicious and goes through:

• data control firewall

- tracks connections

• intrusion protection system (IPS)

- drops or modifies malicious traffic

Main Advances

• All traffic is suspicious

• Collect small data sets

• Reduce false positives

• Catch false negatives

• Capture encrypted activity

• Works with IPv6

• Highly flexible

• Requires minimum resources
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All warfare is based on deception
Sun Tzu
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HEAnet use honeypots, Why ?

• Network Intelligence

• HEAnet Client Services

• Supporting the Security Community
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Network Intelligence
• Commerical vendor, ATLAS scheme

• Provides a view of HEAnet and Clients from other Tier-1 

ISPs in US, ASIA and Europe

• Arbor work with non-for-profit organisations, “fighting 

the good fight”

• Provides reports and alerts of infected clients, including 

HEAnet clients

• Used by HEAnet NOC – is this port suspicious
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What does it show
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HEAnet Client Services

• HEAnet D-IDS services

• Honeypot for the community

• Provides early warning of infected machines 

e.g. Halls of residence or wireless lans
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Security Community

• The Shadowserver Foundation
– non-for-profit organisation

• Wombat Project
– European FP7 project
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Usefulness of Honeynets and Darknets

Education

• awareness

• gather real data for analysis

Research

• monitoring and analysing attacks over time

• detection of new attacks

• build better defences

Industry

• cheap IDS and IPS implementation

• prevention rather than cure
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Any QuestionsAny QuestionsAny QuestionsAny Questions


