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1. Overview
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Overview

Over 7300 
Windows 
Devices

3 Campuses 
with 3 helpdesks

Automatically 
tag devices

Domain Joined 
& Intuned 
devices

Notify relevant 
helpdesk

Isolate devices 
based on Alert 
Severity
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Defender will block most threats, isolation gives us ability 

to prevent the spread of malware or the ability of threat 

actors to move laterally

Tagging is important as it allows more granular actions 

depending on tag and actions within powerautomate

This does not require a SIEM.
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2. What you will need to 
implement this in O365
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What you will need

• All users to have an A5/E5 license

• Or

• Defender for Endpoint Plan 2 * (see next slide)

• All devices onboarded into Defender for Endpoint

• Tagging in place on all devices

• An Azure app with the appropriate level of permission on the 

Graph API to apply tagging to devices

• Powerautomate script in place, along with another App in place to 

initiate the isolation of devices* (can be the same as the app 

above)
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Defender for Endpoint Plan 1 vs Plan 2
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3. Tagging
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Different methods to apply tags to 

devices in Defender for Endpoint:

• Manually tag via the Defender portal

• Apply tags via group policy

• Apply tags using SCCM (for domain 

joined devices)

• Apply tags using a PowerShell script 

from an Azure automation account
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Different methods to apply tags to 

devices in Defender for Endpoint:

• Manually tag via the Defender portal
• Apply tags via group policy

• Apply tags using SCCM (for domain 

joined devices)

• Apply tags using a PowerShell script 

from an Azure automation account
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Different methods to apply tags to 

devices in Defender for Endpoint:

• Manually tag via the Defender portal

• Apply tags via group policy

• Apply tags using SCCM (for domain 

joined devices)
• Apply tags using a PowerShell script 

from an Azure automation account
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• Apply tags via group policy
• Machine will need line of sight of a 

Domain controller to have this tag 

applied

• Apply tags using SCCM (for domain 

joined devices)
• Device will need to have visibility of 

SCCM if pushing a script or 

compliance baseline to apply tag
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Different methods to apply tags to 

devices in Defender for Endpoint:

• Manually tag via the Defender portal

• Apply tags via group policy

• Apply tags using SCCM (for domain 

joined devices)

• Apply tags using a PowerShell script 

from an Azure automation account
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Apply tags using a PowerShell script 

from an Azure automation account

This script looks at the device groups in place 

on your Defender portal.

If a machine appears in a dynamic device 

group, it will have an appropriate tag applied

The order/rank of the groups is important



TU Dublin General Circulation Only

Device Groups in TU Dublin
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Device Groups in TU Dublin
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Apply tags using a PowerShell script 

from an Azure automation account

We use a dynamic query 

to check for the domain 

name of the device.

If a new machine is 

domain joined in 

Blanchardstown, it will 

appear in this group
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Apply tags using a PowerShell script 

from an Azure automation account

• Script is in place to run every evening from Azure 

automation account

• PowerShell script will apply a “Blanchardstown” 

tag to any devices found in this group

• This is where the rank/order of the groups comes 

into play
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Apply tags using a PowerShell script 

from an Azure automation account
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Apply tags using a PowerShell script 

from an Azure automation account
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Apply tags using a PowerShell script 

from an Azure automation account

Tagged-BN uses the 

following rule to 

determine which 

devices belong to 

this group
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Apply tags using a PowerShell script 

from an Azure automation account

These groups are delegated out 

to the various IT staff within the 3 

campuses (using Roles)

For example, only IT staff within 

City can view devices tagged 

with the “City” tag

We can also use these tags in the 

powerautomate script to 

determine where alerts are sent
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Apply tags using a PowerShell script 

from an Azure automation account

This is fairly straight forward for domain joined devices, as 

we can specify the name of the domain the machine is a 

member of, which will dynamically add them to a device 

group

Script runs in the evening, device is tagged accordingly.

Device is then moved to one of the 3 “tagged groups”
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Apply tags using a PowerShell script 

from an Azure automation account

But…what about intuned devices? 

These are not in a specific domain
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Apply tags using a PowerShell script 

from an Azure automation account

Within Azure, each intuned device will appear as a device listed 

against a particular user.

When a user signs in (whether it be autopiloted device or manually 

joined to intune), the device is registered under their own account

In TUDublin, all users a directory sync’d from 1 of 3 on prem AD forests

We populate a number of attributes for each user, which allows us to 

make dynamic user groups, based on where the users on-prem AD 

account is sync’d from
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Apply tags using a PowerShell script 

from an Azure automation account

Each site in populates the CompanyName attribute (Company 

attribute from on prem AD) with the campus the user is located
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Apply tags using a PowerShell script 

from an Azure automation account

The script will check devices in the “intuned devices” group that 

do not have a tag in place.

If these devices have been registered with a user, it will get the 

details of primary user of that device (e.g. Alan Pike).

Using the graph API, it will obtain the company attribute of this user 

(e.g. City)

It will apply this value as the tag to the device.

This ensures we have 1 groups for all devices in City, whether they 

be domain joined or intuned devices
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Apply tags using a PowerShell script 

from an Azure automation account

For security reasons….

The script will connect to the Graph API using a service principal. 

A secret is created in the Azure App, and this is securely stored in 

the automation account
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Apply tags using a PowerShell script 

from an Azure automation account

Secure the secret of the Service principal by storing 

the secret as an encrypted variable
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Apply tags using a PowerShell script 

from an Azure automation account
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Apply tags using a PowerShell script 

from an Azure automation account

Script is available on github

https://github.com/alanptud/Defender_Tagging
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4. Roles and 
Device Groups
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Custom Roles

Access to Microsoft Defender for Endpoint features can be controlled by 

creating custom roles. 

These roles define what level of access someone has within Microsoft Defender 

for Endpoint 
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Custom Roles
Read Only Role

Allow users to view data only

We give this to all IT staff in our 

organisation for their day-to-day 

account

Allows staff to click on a link on an email 

to view the alert ID (either from phone or 

laptop)
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Custom Roles
Alert Investigation Role

Includes the ability to read data

Also gives users access to manage 

investigations

We give this to all IT staff in our 

organisation, but they need to use a 

separate Cloud Admin account
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Custom Roles

Remediate Actions

Includes the ability to read data and 

manage investigations

Also allows users to remediate actions, 

such as isolate machine, release from 

isolation

We give this to subset of IT staff in our 

organisation, also requires a separate 

Cloud Admin account (protected with 

conditional access policies)
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Device Groups
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Device Groups
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Device Groups

Tagged-City Device group is 

only visible to users in the “CC” 

group (i.e. City Campus)

Keeps devices separate 

between different locations, 

departments, functional areas 

etc
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5. Power Automate 
setup
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Firstly, Create an App in Azure…
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Firstly, Create an App in Azure…
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Take note of the ClientID…
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Create a Client Secret…
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Create a Client Secret…
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Create a Client Secret…
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Set the API Permissions…
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Set the API Permissions…
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Set the API Permissions…
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Set the API Permissions…
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Set the API Permissions…
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Set the API Permissions…
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Creating the Powerautomate app
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Creating the Powerautomate app
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Creating the Powerautomate app
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Creating the Powerautomate app
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Creating the Powerautomate app
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Jump over to….

Powerautomate flow in our Incident 

response account
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5. Things to be 
aware of
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• Isolation is only supported on versions of win 10 1709 or higher

• Doesn’t occur on MacOS devices (but it will send an alert that should 

be investigated)

• Powerautomate script needs to live in a user account.  Ensure you 

protect this account with CA policies, MFA, block sign in from outside 

of your org IP range etc.

• If sending emails from this account, give it a name that is relevant, 

such as incident.response@domainname.com

• Use Service principals where possible with the appropriate API 

permissions

Things to be aware of….



TU Dublin General Circulation Only

Live Demo
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Before we show the Demo

3 Users with CompanyName Attribute set as 

different values….
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Process
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Helpdesk Flow
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Helpdesk Flow
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In case the demo doesn’t work….
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Any 
suggestions or 
Questions or 
Anything you 
wish to discuss

alan.pike@tudublin.ie

mailto:alan.pike@tudublin.ie

