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Cyber Security Trends

The Education sector has recently surpassed Healthcare and Government as the industry that suffers the most ransomware attacks.

Global Weekly Cyber Attacks per Organization
(2020 - 2021)
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Source: KPMG, IST Ransomware Task Force, Security Briefing Report, Checkpoint Research



https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force-Report.pdf
https://totalsecuritysummit.co.uk/briefing/government-and-educational-institutions-most-vulnerable-to-cyber-attack-in-2021/
https://blog.checkpoint.com/2022/01/10/check-point-research-cyber-attacks-increased-50-year-over-year/

|ICT Security Services

Microsoft stock images

Introduced in 2017
at our annual
conference

Services have
evolved based on
feedback from our
client

= Introduction of Phishing
Simulation

= Pen Testing
= No. of training sessions

Team of highly
skilled individuals
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|ICT Security Services

Access to Security
Competence

Conducted over a 12-month period

iy

Provision of Security & Perimeter Assessment(s)
Includes Pen testing

General Security Awareness Training
Including Phishing Simulation

Conducted over a 12-month period

Conducted over a 12-month period

ICT Policy Review & Development

Conducted over a 12-month period

Security & Risk Assessment of ICT Environment

Conducted annually HEAnet

Ireland’s National Education & Research Network




Access to Security Competence

Data
Protection




Key Pen Testing Trends

Broken access Cryptographic
controls (privilege Failures (sensitive
escalation) data exposure)

Over permissive
file upload
(malicious file)

Injection (SQLI,
XSS)

Cross- Site Security
Request Forgery Misconfiguration

Key Security and Perimeter trends

SSL/TLS Related Information Leakage (Backup
Vulnerabilities(SSLV2/3, TLS files, directory listing,
V1.0, Sweet 32, POODLE) Robots.txt file)

Unsupported Operating Outdated Services/Software

Cleartext Protocol in Use Systems/Software with Known Vulnerabilities
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Over the past two vyears..
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Photo by Michael Krahn on Unsplash



https://unsplash.com/@michael_g_krahn?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/lighthouse?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

HEAnet Emergency Contact

INn the event of an emergency such
as a Connectivity outage, DDoS
attack, Security incident or any
HEANet service failure

Please contact

HEAnet@

Ireland’s National Education & Research Network

©+35351660 9040

HEANet Service Desk: | Out-of-hours 24/7 Support: & noc@heanet.ie

09:00 - 17:30 Monday to Friday i Ask for the on-call engineer
(except public holidays) :
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Andy Byrne
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SOC & SIEM Discovery Project

SOC - Security Operation Centre
SIEM — Security Information and Event Management.

Valued Growing Cyber
Centralised Security
Service Requirement

Reduce Time
Cost & Risk




Current Challenges

Lack of Security Staff

Faced Cyber-attack in the past

»

Continuous Monitoring

Response and remediate breaches

»
»

Centralised Visibility / Sectorial Approach

kd
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Receive high-fidelity alerts
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SOC & SIEM Model

Clients

Security Operations Centre
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Why are we doing this ?

Security Analysts

| Cyber Insurance / Compliancy

Ireland’s National Education & Research Network



Major Milestones of Project

= Client Consultation / Shortlisting

" Business Plan — Feasibility Study <
" Board Approval D
" Funding

" Procurement

" Deployment




Managed SOC & SIEM Discovery Phase
Business Case

Project
Commencement

Mini-Tender — External Consultancy

- KPMG Assigned as

Consultants

Consultation with Clients

C-SAG Established
Identify Candidate

Consultation with

Market / NRENS —

Business Case Development Present Business Case

e — —

Services
Market Research

Is there a viable
Business Case?

JULY NOV DEC

: MILESTONE 01 : MILESTONE 02 : MILESTONE 03

MILESTONE 04 MILESTONE 05

Agree Service Type Present Business Case to

HEAnet Board

Recommendations /

NS Options / Alternatives
o
e
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ocCrT

Procuremeanlcm for Created
Security Services
initiated

Managed SOC & SIEM Discovery Phase
Dynamic Purchasing System (DPS)

DPS Documentation

Admit Suppliers to Categories

! |
Clients run competition to avail of Security

Services

Clients Setup Services

Run DPS Procurement

Initial Criteria Defined

Market Evaluation

NOV MAY JUNE
: MILESTONE 01 : MILESTONE 04 : :
: : MILESTONE 03 DPS Available fo Clients : MILESTONE 05
MILESTONE 02 DPS Documents Issued 15" Services in place

P
N
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What have we learned so far

Not many centralised public plans

High Cost Item

Smart option is to outsource service

Common & Overlapping Threats

Many clients running PoCs

Benefits of shared service through HEAnet; Jisc, SURF

HEAnet@
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SOC & SIEM Client Survey Results

= 57 Respondents
" 68% of Clients have no SOC & SIEM
" 62% have identified the main business drivers for a SOC service
" 66% likely to avail of a Centralised SOC/SIEM
= 44% want fully outsourced, 40% want hybrid
= 20% want Re-active SOC, 60% want Pro-active SOC

= 70% of clients host on Public Cloud
= 95% of clients use SaaS (0365)
= 70% of clients use Endpoint Protection (MS Defender)



Summary

= \/alued Centralised Service
* The need for this solution is growing
= Reduce Time, Cost & Risk
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Thank You

Louise O’Sullivan, Security Services Manager

Brian Nisbet, Service Operations Manager

Andy Byrne, Project Manager
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