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Trends Shaping Education (OECD, 2022)
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.\:% Is the pace at which we are using
our planet’s resources sustainable?

The natural world

=i
Eﬁ] How is our relationship with the natural world
evolving?

Food for thought

How is food production and consumption
affecting our planet and our well-being?

hature

Our human body

What opportunities are emerging from
advancements in medicine and human
enhancement?

Our changing

No one lives in cyberspace

In what ways are our daily communication and
social interactions changing?
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Background

* Health Service Executive (HSE) of Ireland ransomware cyberattack.
* The COVID-19 rendered us vulnerable to cybercrime.
* Increasing reliance on online technology.

« Malicious actors are exploiting these vulnerabilities (Council of the
European Union, 2020).

 Catalyst for an impending “cyber pandemic” (OECD, 2021).

» Potential threat of Russian cyber warfare.
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The National Cyber Security Strategy

Seeks to:

“support the development of a Junior Cycle short course in cyber
security, which will provide for the inclusion of cyber security education
In second level”

(GO, 2019, Measure 12:4, p. 39)

This is being achieved through a “democratic pedagogical partnership”
approach

(Farrell, 2021)
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{ Democratic Pedagogical Partnerships J

Democracy Pedagogical
in Education e ® Partnership

(Dewey, 2016) (Freire, 1970)

Collaborative
Professionalism

(Hargreaves & .
O’Connor, Democratic

2018) Pedagogical
I Partnerships (DPP)

(Author)
A Democratic Pedagogical Partnership in Teacher Education

IS

Partnerships
in Education
(Smith, 2016)

1

“a formal

but flexible

structure/agreement between all stakeholders, including teacher educators, who engage in
collaborative professionalism to improve learning for all students in a variety of contexts through

effective pedagogy and practice” (Farrell, 2021).



Digital Technology
Microsoft Education Ireland
Digital Portfolios
SchooVR

Outreach Programmes
Sustainable Societies
EDI STEM
Innovation & Creativity

Smith — Partnerships
Zeichner — 3" space
Engestrom — Expansive Learning
Research & creation of new knowledge
4t space

disciplines
in HEIs

Partnerships REEGIEE

in teacher
education

Concurrent Programmes across UCD
Maths & Statistics
Computer Science

Languages
Economics (YEOTY)
Interdisciplinary Research

Reverse Mentoring & Leadership
Digital Portfolios
Immersive Technology
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Pedagogical Democratic Partnerships (Farrell, 2021) in
co-designing a short course on cyber security

Teacher educators from UCD School of Education collaborated with a
cross-sectoral multi-disciplinary working group comprising:

Department of the Environment Climate and Communications

National Centre for Cyber Security

National Council for Curriculum and Assessment

UCD School of Computer Science

Computer Education Society of Ireland

Cyber Ireland

Practicing teachers in pilot schools

www.cybered.ie will host up-to-date student-centered resources and
teacher professional development supﬁorts_ emanating from the
project and will be freely available to the wider education community

UCD Strategy 2020-2024 8
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Philosophy of Cyber

interdisciplinary and
complex nature of
cyberspace and the
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and global role it has in
our lives.
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implications cyberspace
has for privacy, security
and freedom.

Collaboratively create,
inguire and reflect upon
philosophical questions
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cyberspace and cyber
security.

Careers in Cyber
Security

Investigate career
opportunities in cyber
security.

Identify qualities, skills,
and qualifications that are
suitable for a career in
cyber security.
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Sample Units of Learning

« Case studies of cyber events/cyber crimes
« Soclial engineering - modern day con artists

« Data Is the new oil - could your life online help design a new
product? bring down a government?

 Black Hats and White Hats - careers in cyber security
 Women in cyber security

e Securing your online world - passcodes, firewalls, backing up
 What is the economic cost of cyber crime?

« Cyber psychology

» Cyber security in the film study
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Design-based learning and research

This design-based project (Hall, 2020) seeks to expand the
successful pilot of the junior cycle short course to provide:

* blended modules for student teachers and established teachers

engaging in continuing professional development in cyber resilience
education for all

« age and stage appropriate cyber resilience education to include 6th
class students in primary school and transition year students in post-
primary school

* Insights into how cyber resilience education may be embedded across a
range of subjects and programmes in post-primary education.

UCD Strategy 2020-2024 12
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Cyber Resilience Education for All

Innovative pedagogy Target audience
» Philosophy for Children (P4C) * Teachers
» Philosophical Inquiry S El; IERIERELS
* Student generated book The . Egggﬁdg@,g@ﬁ%g

Adventures in Cyberland” ey
» First Lego League  Government Departments
* Immersive Technology * Industry

(SchooVR)

* LIFT Leadership — round table
theme on Cyber security

UCD Strategy 2020-2024 13
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UCD Centre for Cyber Resilience Education in
Primary and Post-Primary Schools (CREPS)

« CREPS will have a sustainable and self-sustaining
Infrastructure to support cyber resilience education for all.

* |ts purpose is to project manage and evaluate the development
and implementation of cyber resilience education across the
continuum of primary, post-primary and third level teacher
education programmes in Ireland that may also be adapted for

the international context.
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