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Incident Response FAQs

What are the benefits of the Incident response service?

The Incident Retainer service from Asiera provides expert support to eligible Clients in the event of cybersecurity incidents. The main benefits are: 
· Expert support from Fox-IT specialised teams on an SLA basis with 24 x 7 availability of emergency support in the event of Cybersecurity incidents
· The new Incident response services is a community service funded by DFHERIS for eligible Clients with no additional cost to Clients.
· Up to 100 person hours of support per Client per annum for major incidents.
· Onboarding workshop to enable Clients to use the Incident response service
· Access to additional  specialised security services from Fox-IT on a chargeable basis
· Access to additional first responder training (limited places) to help improve Client response capabilities


We already have an Incident Response service agreement with Fox IT – how does it differ from that service and what if we are signed up to it and wish to avail of the new service? 

The existing Incident Retainer service is available as an optional service under the SOC & SIEM service. The main difference with the new service are
· The existing Incident Response Retainer service is an agreement between individual Clients and Fox-IT. The service has a cost to Clients to avail of Incident Response support from Fox-IT with an SLA. It does not include draw down hours – these are purchased on a pay as you go basis.
· The new Incident response services is a community service funded by DFHERIS for eligible Clients.
· There is no cost to the Client to sign up to the new Incident Response service and it includes up to 100 hours of support per Client per annum for major incidents.
· FOX-IT have agreed to accommodate existing clients who have paid for the IR retainer service by providing credit that Clients can use for other services should they sign up for the new Incident response service. 




How does Asiera’s Incident Response service work with existing Cyber Insurance policies?

Clients should engage with their Cyber Insurance providers to notify them of the Asiera Incident Response service. Based on discussions with Fox-IT and Clients to date, it is expected that Cyber Insurance companies will cover reasonable costs incurred by Clients in using Fox-IT services to recover from a major cyber incident. Asiera and Fox-IT will work with Clients to gain assurance that in they will cover Client support costs from Fox-IT in the case of a cyber incident.	Comment by Robert Hackett: Have we contacted Insurance companies - can we name them ? Or is it better to be vaguue e.g. we encourage Clients to contact their insurance provider and in case of difficulty HEAnet will be happy to assist in discussions ?

How does this service work? 

Full details of the service are outlined in the Incident Response Guide document that will be shared. The onboarding workshop will go through the processes in detail e.g. how to invoke the service. In the event of a suspected incident, Clients should make contact with Fox-IT by phone +31 88 3692378	Comment by Bhaswar Ghosh: Changed document name to the document provided by Fox IT	Comment by Robert Hackett: As part of the onboarding process ?

Are there any limits applicable for this service? 

The Incident Response service includes a budget for support hours which Asiera has procured from Fox-IT to provide Incident Response support to signed up Clients of the service. Clients can avail of up to 100 person hours (and approximate figure based in the financial budget and roles required) of Fox-IT support for a single major incident. This support may include a number of experts in the Fox-IT teams and is available 24 x 7.
This amount of support covered will depend on the cost of the specific resources required (see signup form pricing schedule for more details) so for example a 5 person team should cover approximately 2.5 days support (elapsed time - assuming office hours only). This should be sufficient to cover the initial emergency response but may not be sufficient to cover all the work for full resolution and bring the incident to closure i.e. additional resources might be required If the Client uses up all the budgeted support, they have the option to purchase additional support hours from Fox-IT (or use another vendor). If there is a major incident, Fox-IT will provide the Client with an engagement letter outlining the expected time and cost based on the information available at the time.

There is a fair use policy in place for the service which will be managed by Asiera. 

There is a limit (due to funding) of 28 Clients for the service (year 1) which it is hoped to increase in year 2.





What is the Fair use policy. Can you provide details ?

The Incident Response service is a community service shared by Asiera Clients. Asiera is procuring the retainer (access to support with an SLA) and support hours from Fox-IT (more specifically a financial budget) procured for a 12 month period. The resources included in the service are finite and hence the objective of the fair use policy is to ensure fair access to all Clients. The priority is to provide support for major cyber incidents by providing emergency support in a timely manner (within 1 hour). 
Asiera is budgeting on a maximum of 3 major cyber incidents per annum in the signed up (28) Clients and providing for a maximum of 1 major cyber incident per Client per annum. The budget allocated for each major incident should cover approximately 100 hours for the initial support. The purpose of this approach is for example to avoid one Client using up the entire resources provided by the contract in one major incident with nothing left for other Clients.

The Asiera Secops team will manage the allocation of the budgeted resources from Fox-IT for example if the budgeted resources for a major cyber incident is expected to be fully used, Asiera will notify the Client of the need to procure additional resources.
In the case that unused support hours are available at the end of the contracted period, Asiera will look at opportunities to allocate the unused hours to professional services for the best interests of the community e.g. additional first responder training or training on specific topics.


What if we don’t invoke this service during the year? 

This is a shared community service, not invoking the service has no impact on the service which is funded by DFHERIS. 


What is covered in the On-boarding session and is it mandatory? 

The onboarding session is highly recommended (but not mandatory) to understand how the service operates (e.g. processes) and the pre-requisites expected for the client to fully avail of the service such as an Incident Response plan. 

What is the cost of the service?

There is no cost to the service for Clients who are eligible for funding as defined by DFHERIS. Once the allocation of hours are reached for major incident support, there will be a cost implication if the Client wishes to procure additional support from Fox-IT. The costs are included in the signup document. It is recommended that the Client be prepared to provide a PO at short notice should the need arise to avoid undue delays during a major Cyber-security incident. It is advisable that Clients have Fox-IT set up as a supplier and even have PO approval ready in advance if possible to avoid loss of valuable time during a cybersecurity incident.


Do I need to be a Client of the Asiera SOC & SIEM service?

No, while there are benefits to being a Client of the SOC & SIEM service e.g. early warning, handover, Client knowledge etc it is not a mandatory requirement and some Cleitns have existing agreements in place with SOC service providers.


Are there any prerequisites to availing of the Incident response service? 

Clients must be eligible for DFHERIS funding to be able to avail of this service. 

 Is onsite support covered by the service? 

Yes, onsite support is included in the incident response service if required. The experience of Fox-IT and other vendors is that onsite support is usually only required in exceptional circumstances where remote support is not possible. Onsite support may in fact make response to an incident more difficult e.g. difficulties with connectivity, access to expert colleagues and diagnostic tools. In cases where onsite support is required and agreed as part of the Asiera contracted support, this is included in the service. There will be no additional costs to the client during incident response e.g. for travel & expenses.

Are other security services available e.g. Incident Readiness assessment ? 

Yes, other security services are available from Fox-IT e.g. Incident readiness assessment but not included in the Incident Response service. These services can be procured direct from Fox-IT but do not need any additional procurement process.

Will the onboarding process include reviewing our current Incident response plan or review policies or risk assessments ?

No, the onboarding is intended to enable Clients to use the service by understanding the processes to invoke the service if required.

Will this service or the onboarding workshop audit our Incident response Plan/Policy or help us define one ?

No, similar to the previous question, the onboarding is intended to enable Clients to use the service by understanding the processes to invoke the service if required.

Is the delivery of the Incident response service from the same group as the SOC & SIEM service in Fox-IT ?

No, Fox-IT has a separate group with several dedicated DFIR (Digital Forensics and Incident Response) teams who are dedicated to providing incident response support. These teams may however benefit from the information visible to the SOC & SIEM support teams.

What is the role of Asiera in the Incident Response service?

Asiera has a number of roles in the Incident Response service including:
· Contract & performance management – managing the contract with Fox-IT to ensure it meets the SLA criteria as well as managing fair usage of the services provided.
· Service Management – working with the Client and Fox-IT in Incident Response activities where Asiera can add value e.g. network diagnostics to identify suspicious traffic and isolate connectivity. Participating in service meetings with Clients and Fox-IT to help ensure Clients get maximum benefit from the service.

What information will be required to use the Incident response service service?

After the onboarding session further details will be provided as well as a follow up infopack with useful information including the slides from the onboarding session. Clients are asked to provide nominated contact details for staff who are permitted to invoke the service, details of major systems, network diagrams and other information that may be useful during an incident. Clients will also be offered the opportunity to prepare for incidents by testing (Dissect acquire) software provided by Fox-IT on request. It is also recommended to create access (break glass) accounts as well as which will support incident response activities. 
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